cologl

Title: ISMS Manager
Location: Denver, CO

About our Company:

Cologix provides network and cloud neutral interconnection and colocation services in
highly strategic and densely connected data centers. We enable customers to scale their
businesses rapidly and cost-effectively by delivering flexible space, reliable power, and
dense cloud and network connectivity to customers in the carrier, cloud, content delivery,
media, financial services and enterprise communities. Our customers have direct access to
our local operations teams which result in strong partnerships backed by exceptional
operational support and unparalleled customer service. With 29 Data centers in the United
States and Canada, Cologix offers space, power, cooling, cross-connects and physical
security for its customers. We are headquartered in Denver, Colorado and have data
centers in Columbus (3), Dallas (2), Jacksonville (2), Lakeland (1), Minneapolis (3), Montreal
(10), New Jersey (3), Toronto (2), and Vancouver (3) where we provide local dedicated
support teams for our colocation and interconnection customers. Our company is backed
by one of the largest North American Infrastructure funds and we have huge growth
ambitions.

About the Position:

The primary responsibilities of this position are focused on ensuring all departments meet
International, Federal, State and Local compliance requirements with which management
has determined Cologix should comply. This includes providing direction and procedures to
work groups to ensure that all departments satisfy annual audit criteria for existing
compliance certifications which includes but is not limited to; SOC1, SOC2, PCI-DSS, HIPAA,
and ISO 27001. Perform internal audits to ensure compliance. Work with external auditors
to provide requested information and ensure audit success.

What you do daily:

e Directs programs, policies, and practices to ensure that all business units are in
compliance with financial, legal, human resources, security and operational policy
and reporting regulations.

e Tracks laws, regulations and compliance standards that might affect the
organization's policies and implements necessary changes as required.



e Develops organizational compliance strategies by contributing information, analysis,
and recommendations to strategic thinking and direction of corporate objectives.

e Implementation, operation and maintenance of the Information Security
Management System based on the ISO 27001 standards, including certification.

e Performs information security risk assessments and assess the control environment
of the business processes and applications under review, including both manual and
automated processes in accordance with the information security program.

e Develop remediation and corrective action plans with related governance and
operational functions of the ISMS (as it relates to IT, Operations, Risk Management,
Human Resources, Legal and Compliance) working with senior and middle managers
throughout the organization as necessary.

e Supports new Customer RFPs (Request For Proposal) as the Information Security
SME and facilitates responses to customer requests for compliance information
and/or compliance audits.

What makes you a good fit: (Qualifications)

e 5years ISMS experience preferred as it applies to telecommunications data centers
and colocation services.

e Demonstrated expertise in a variety of the IT field's concepts, practices, and
procedures.

NOTE: This job description is not intended to be all-inclusive. Employee may perform other
related duties as negotiated to meet the ongoing needs of the organization.

Cologix is an Equal Opportunity Employer. Qualified applicants are considered for employment
without regard to age, race, color, religion, sex, national origin, sexual orientation, disability,
or veteran status.



